End-user programming environments for the IoT such as IFTTT rely on a multitude of low-level trigger-action rules that categorize devices and services by technology or brand. EUPont is a Semantic Web ontology that enables users to meet their needs with fewer, higher-level rules that can be adapted to different contextual situations and as-yet-unknown IoT devices and services.
I
n the emerging Internet of Things (IoT), end users with and without programming skills seek to customize the behavior of IoT devices based on their personal needs. Consequently, programming environments for end-user development (EUD) such as IFTTT (ifttt.com) are becoming increasingly common. These allow the definition of simple IoT applications, typically expressed as trigger-action rules in which an action is automatically executed when an event (the trigger) is detected.
Unfortunately, contemporary EUD programming environments adopt technology-dependent representation models that categorize IoT devices and services by manufacturer or brand. End users must define several similar rules to satisfy their needs, even if the rules perform the same logical operation. Furthermore, the rules can only apply to known places, users, and IoT devices and services. For instance, the rule "if the bedroom motion sensor detects a movement, then turn on the table lamps in the bedroom" refers to a specific motion sensor and lamp, and cannot be generalized to reproduce the same behavior (turning the lights on) in the kitchen. This lack of discovery and adaptation severely restricts the rules' expressive power. To overcome such low-level abstraction, we created EUPont, 1 a high-level ontological model that provides abstract and technology/brand-independent representations for EUD programming environments for the IoT.
A Semantic Web Approach to Simplifying Trigger-Action Programming in the IoT
With our model, users interested in, say, controlling lights in their home can simply define one rule-for example, "if I enter a room at home, then turn on the lights in the room"-independently of light manufacturer or location. We also developed an automated rule-translation procedure for the model and applied it to a dataset of 290,963 rules publicly shared on IFTTT. 2 The translation results, together with the results of a preliminary user evaluation, confirm that EUPont is more expressive than the IFTTT representation, is fully compatible with rules already defined in a lowlevel representation, and significantly reduces the number of rules needed to satisfy all users' needs.
END-USER DEVELOPMENT IN THE IOT
EUD can be defined as "a set of methods, techniques, and tools that allow users of software systems, who are acting as non-professional software developers, at some point to create, modify or extend a software artifact." 3 Starting with iCAP, 4 a visual rule-based system for creating context-aware applications, EUD is becoming a promising approach for the IoT. Several prototype interfaces and tools are available, 5, 6 as are off-the-shelf products like IFTTT and Atooma (www.atooma.com). These applications let end users define rules, typically in trigger-action form, for settings like smart homes 7, 8 and for cross-device usage, 9 without needing to write any code.
IFTTT is the most successful commercial offering. It is both easy to understand and use, with more than 1 million rules created by its users. 10 
IFTTT-an initialism for If This Then
That-allows the composition of simple connections, or applets, between more than 400 IoT objects and services (ifttt.com/channels) ranging from consumer devices such as Nest Learning Thermostats to web or mobile services such as Facebook. Applets, at least in the free version, include a single trigger and unique action, and are composed using a wizard-based interface, as Figure 1 shows. Despite EUD's growing popularity, interoperability and scalability challenges remain. Each of the 400+ IoT devices and services modeled in IFTTT has its own properties, with various associated triggers and actions. As the number of new smart "things" increases, managing this information will become more difficult. Furthermore, IFTTT's expressive power is limited by the model's simplistic rule-composition mechanisms, 7, 11 and researchers have called for a more complex trigger-action programming approach to cope with the evolving IoT world. 7, 12 Toward this end, progress has been made to improve EUD models and interfaces for the IoT-for example, by letting users define context-dependent applications. 13 
PROGRAMMING THE WORLD and a Samsung SmartThings hub that controls all of the doors.
Susan wants the lights to turn on automatically when she enters a closed space. Using IFTTT, she defines the following rules: Note that Susan must define at least three different rules even though they perform the same logical operation. She must also be aware of all the devices involved, and specify the right object for each rule. Furthermore, the rules cannot apply to an environment other than her home or office.
Ideally, Susan would like to create just one rule: "if I enter a closed space, then turn on its lights." Such a rule is technology/brand independent and can apply to different contextual situations-she need not specify products or places such as the kitchen, living room, and office. In other words, the rule's trigger and action define the desired functionality from the involved IoT objects.
To enable the definition of such high-level rules, EUPont models objects and services in the IoT ecosystem based on their category (lighting system, user device, smart appliance, social network, and so on) and capabilities (sensing, actuating, communication, and so on). By adopting the Semantic Web framework, which supports seamless data integration and on-the-fly web service composition and interoperation, 14 EUPont is structured as an ontology (elite.polito .it/ontologies/eupont.owl). By using semantic representation, the model lets end-user developers easily determine which IoT devices or services can perform a particular action or generate a particular event. As Figure 2 shows, the ontology has four main blocks: Trigger-Action Programming, Contextual Information, IoT Ecosystem, and Semantic Reasoning.
Trigger-Action Programming
The Trigger-Action Programming block allows users to define abstract, technology/brand-independent triggeraction rules. Triggers and actions are organized hierarchically to allow choices among different levels of abstraction. Depending on the granularity of user needs, EUPont defines two main abstraction levels: medium and high. Figure 3 shows the hierarchy of some lighting-related actions. For instance, the action defined by Susan-"turn the lights on"-is included in the "illuminate" actions, 
Contextual Information
The Contextual Information block describes locations and users that act as Who and Where restrictions for trigger-action rules and the contextual information of the IoT Ecosystemfor example, a device's position or the users subscribed to an online platform. Trigger-action rules can thus be adapted at runtime to different users and (even unknown) locations. In this way, the ontological representation provides strong support for executing the defined end-user rules.
Semantic Reasoning
The Semantic Reasoning block automatically maps user-defined triggeraction rules to devices and services in the IoT Ecosystem in order to reproduce the desired behaviors, while dynamically taking into account the current context. 
EUPONT'S UNDERSTANDABILITY AND EFFECTIVENESS
Because EUPont's main purpose is to help end users compose IoT applications, we conducted a preliminary user study to evaluate the model's understandability and compare its effectiveness at creating trigger-action rules to that of IFTTT. For our study, 
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which had 10 participants, we first created two interfaces: one, shown in Figure 4 , allowed the composition of trigger-action rules in EUPont; the other exploited a subset of lowlevel devices, services, triggers, and actions as modeled by IFTTT. We then asked the participants to complete five scenario-based tasks related to the creation of IoT applications using both interfaces. The study revealed that EUPont is easy to understand and, because of its higher level of abstraction, is more effective and efficient than the IFTTT representation for creating IoT applications. On average, study participants created 28 percent fewer rules with EUPont than with the representation adopted by IFTTT to complete their assigned tasks. In addition, they did so in almost half the time and with 64 percent fewer errors. Participants appreciated the lower cognitive effort required to compose high-level rules and envisioned greater potential discoverability and applicability of such rules.
EUPONT'S EXPRESSIVE POWER
EUPont aims to overcome the limitations of contemporary trigger-action programming approaches by implementing recommended improvements such as the addition of multiple triggers, actions, and restrictions. To assess the model's expressive power, we focused on two research questions:
› Is EUPont at least as expressive as contemporary EUD programming environments for the IoT?
› Is EUPont compatible with lowlevel trigger-action rules defined by these environments?
To answer these questions, we translated a dataset of 295,156 triggeraction rules publicly shared on IFTTT as of September 2016 2 into their corresponding medium-and high-level rules in EUPont. We first performed a data preprocessing step on the original dataset, which includes descriptions of each rule as well as descriptions of the rules' various triggers and actions. Because we were interested in the final behaviors of the defined rules, we identified those rules composed of ambiguous triggers or actions. For example, the rule "if the Wemo switch is turned on, then send me an Android SMS" has an ambiguous trigger, as we do not know which devices are connected to the switch. Another example is the rule "if the Nest Cam detects a new motion, then execute a scene with my IntesisHome hub." In this case, the rule has an ambiguous action because the scene that can be activated on the hub is defined by For all the identified ambiguous rules, we manually inspected the description field to discover more information about the actual devices involved in triggers and actions and the user's intent. We deleted from the dataset 4,193 rules for which it was impossible to resolve the ambiguity. The preprocessed dataset consisted of 290,963 rules composed by 127,173 different users. Table 1 summarizes key statistics of the IFTTT trigger-action rules dataset before and after preprocessing.
After data preprocessing, we carried out the rule-translation process in three distinct phases:
› Trigger and action insertion. In the first phase, we manually mapped the IFTTT triggers and actions to the hierarchical organization of EUPont's Trigger-Action Programming block.
› Rule insertion.
In the second phase, we ran a Java program that uses the OWL API library (owlapi.sourceforge.net) to automatically insert the IFTTT rules into the EUPont ontology by connecting each rule with its trigger and action.
› Rule translation. In the third phase, for each inserted IFTTT rule, the program first retrieved the corresponding mediumlevel trigger and action in the Trigger-Action Programming hierarchy. It then removed the duplicate rules and saved the results. Finally, the entire rule-translation process was repeated separately for highlevel triggers and actions.
The resulting EUPont ontology is available at elite.polito.it/ontologies /eupont-ifttt.owl. As Table 2 shows, EUPont allowed all of the preprocessed rules to be translated. Of the original dataset, it allowed 98.58 percent of the rules, along with 97.44 percent of the triggers and 95.83 percent of the actions, to be translated. The 4, 193 ambiguous rules excluded during preprocessing could also have been translated but for a lack of information in the original dataset-namely, the user-defined functionality.
The translation results confirm that EUPont could significantly reduce the number of rules end users need to meet their needs. With medium-level translation, the total number of rules in our evaluation was reduced by 37.90 percent, or 12.26 percent per user. With high-level translation, the percentage of saved rules increased to 41.45 percent, or 13.26 percent per user. Such promising results are influenced by the dataset distribution. In fact, 87,796 users (68 percent) shared only one rule. In this case, obviously, translation did not impact the final number of rules for users but might avoid the creation of similar rules in the future.
Returning to our two research questions, we can conclude that EUPont is as least as expressive as the representation adopted by IFTTT, and is fully compatible with low-level rules as defined in IFTTT. Moreover, due to its flexibility, EUPont has more expressive power than existing trigger-action programming solutions.
T
he forthcoming IoT will present major challenges in terms of interoperability between different technologies and brands. Such challenges will also affect end users' ability to customize IoT devices and services.
EUPont is a Semantic Web ontology that enables the definition of generic and technology/brand-independent triggeraction rules that can be easily adapted to different contextual situations and as-yet-unknown IoT devices and services. It is more expressive than the representation of the most commonly used tool today, IFTTT, and lets end users satisfy all of their needs with far fewer rules. EUPont reduces the time needed to program IoT applications, produces more correct trigger-action rules, and increases the discoverability and reuse of such rules. 
